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	Job Description



IT System Support Architect
Reference:
Date:   

Job Family:	Digital Data and Technology/Cyber and Security		
Level:		2
Band:		9
Career Track: 	Technical, Professional and Supervisory     

	Job Purpose


Support the development and management of the organisation’s digital technology strategy across all DDAT domains and the enterprise. The postholder will play an important role in shaping how the authority designs, delivers, and evolves its digital, data, and technology services. Working in conjunction with the Senior Management Team, they set the strategic architectural direction, ensuring that systems, platforms, and services align with organisational goals, national standards, and user needs. Their work spans from defining enterprise wide patterns and governance to guiding major programmes through complex technical decisions. They act as a bridge between senior leadership, delivery teams, and technical specialists, translating vision into coherent architectures that are secure, scalable, and future ready.
	Service Purpose



The Technology service enables the provision of secure, reliable, and scalable IT infrastructure, platforms, and tools that underpin the delivery of modern services. It ensures that systems are resilient, integrated, and cost-effective, supporting the Council’s strategic priorities by enabling transformation, improving operational efficiency, and fostering innovation. The service works collaboratively across the organisation and with partners to ensure technology solutions meet user needs, comply with standards, and drive continuous improvement. Our stakeholders include council services, elected members, partners, and the communities we serve.

	Duties and Responsibilities



Enterprise Architecture Strategy & Governance
· Define and maintain the organisation’s enterprise architecture strategy, standards, and principles.
· Ensure alignment with NCC’s digital, data, and technology vision and national frameworks.
Advisory & Collaboration
· Provide expert architectural guidance to senior leaders, delivery teams, and technical specialists.
· Promote best practice approaches for technology use across DDAT.
Technology Roadmapping
· Develop technology roadmaps and assess emerging technologies to inform strategic decisions.
· Ensure coherence and optimisation across the technology portfolio.
Solution Assurance
· Oversee architectural design for major programmes, ensuring solutions meet enterprise standards.
· Support procurement and technical assurance activities.
Data & Integration
· Shape enterprise data and integration architecture to support interoperability and data driven services.
Risk & Resilience
· Identify architectural risks and dependencies, recommending mitigation strategies.
· Support resilient architectures that enable continuity and secure service delivery.
Documentation & Improvement
· Maintain clear architectural documentation and continuously improve architectural practices.
Budget management
· Manage the architecture development budget and project budgets up to £1m (capital and revenue) and allocate resources effectively to support strategic initiatives.

Staff management
· Provide leadership, management and mentorship to engineers and project staff, fostering a collaborative and high-performing team environment, setting clear objectives, and identifying skill development opportunities. Provide day to day management of operational teams as required.



	Person Specification


	Professional and Technical Requirements



Qualifications
· Level 6 qualification in a cyber security or technical field relevant or equivalent senior professional experience.
Knowledge, Skills & Experience
· Strong understanding of enterprise architecture concepts, frameworks, and standards (e.g., TOGAF), including how to embed architectural governance across digital, data, and technology services.
· Proven experience working in complex, multisystem environments and leading the design and delivery of largescale, enterprise wide technology solutions.
· Knowledge and practical understanding of national and organisational standards such as the Technology Code of Practice, GDS Service Standards, and data governance requirements.
· Awareness of emerging technology trends, particularly cloud hosting, integration patterns, automation, and their implications for enterprise level architecture.
· Experience in supporting the delivery of modern digital platforms and infrastructure using contemporary engineering practices, including agile delivery, DevOps, CI/CD pipelines, and automated testing.
· Ability to interpret and apply local and national regulations, including data protection, information governance, and technology assurance requirements.
· Experience supporting and assuring mission critical systems, platforms, and shared services across a diverse technology estate.
· Ability to apply modern architectural standards, patterns, and design principles to support complex digital, data, and technology solutions.
· Capability to contribute to business continuity and disaster recovery planning, ensuring architectural resilience is embedded into solution and service design.
	Core Competency Requirements


· Communication: Tailors communication to audience and context. Uses listening and questioning techniques to clarify complex issues and support team understanding.
· Collaboration: Coordinates with colleagues and partners to deliver shared goals and improve service outcomes.
· Service Delivery: Identifies and resolves service issues, improves processes, and ensures policy alignment. Promotes efficiency and avoids waste through practical improvements.
· Decision-Making: Uses evidence and judgement to resolve issues and improve delivery.
· Digital & Data Literacy: Interprets data to improve services. Applies knowledge of digital risks and ethical data use. Uses basic analytical techniques to support decision making.
· Adaptability: Adjusts approach responsively to evolving needs and priorities. Identifies opportunities for continuous improvement and supports others through change.
· Problem-Solving: Analyses problems and applies knowledge to develop practical solutions and suggest improvements.
· Community & Customer Focus: Engages with service users and customers to improve delivery, ensure accessibility, and reflect diverse needs.
· Leadership: Supervises day-to-day activity and supports team development. Coordinates tasks and resources to meet the needs of the service.
	Strengths


· Analytical: You seek and analyse information to inform your decisions, based on the best available evidence.
· Disciplined: You follow processes, operating well within set standards, rules and guidelines.
· Precise: You concentrate on detail and make sure everything is accurate and error free.
· Preventer: You think ahead to anticipate, identify and address risks or problems before they happen.
· Learner: You are inquisitive, seek out new information and look for new ways to develop yourself.

	Desirable 


· Experience of working in the public sector.
· Project leadership and planning skills, including the evaluation and establishing of requirements for the implementation of changes by setting policy and standards.
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